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 Unit 11.3. Computers and Societies 

Protection of data 

There are many threats to information systems used by organizations and individuals on computer system.  

Threats can be grouped to internal or external threats. Threats can be accidental or deliberate. 

External threats 

Examples of external threats are; 

  Theft of equipment of equipment and/ or files. 

 Theft through industrial espionage. 

 Damage to systems and information by a virus. 

 Damage to systems and information by hackers obtaining unauthorized access. 

where an organisation have portable computers and devices accessing a network, the data on these devices 

is very susceptible to theft. Portable storage devices such as flesh memory drives can also hold large amount of 

valuable data. 

Internal threats  

Examples of internal threats are: 

 Fire water or smoke damage. 

 Power loss and power surges. 

 Incompatibility of software and hardware which may cause data loss. 

 Systems and hardware failures that occur on an irregular basis. 

Back Up Procedures. 

A backup is a copy of an original file that is kept on a storage medium. Backups are kept so that they can be 

used if anything happens to the original file or files. Organisation keeps backups to ensure that a system can be 

restored in a case of failure. 

Types of backups  

Most organisation will have formal procedures for backing up their systems. They will typically use specialist 

software to carry out the backups. 

They will use the combinations of: 

 Regular full backups, perhaps weekly. 

 Incremental backups, perhaps daily. 

They may replicate data across the organisation network data across the organization’s network.  A tape 

system as described in chapter 1 may be used for data storage. RAID system  will be used help ensure the 

integrity of the data. 

Many organisation will: 

 Store backup tapes for site; or 

  Replicate backup data across the network to different physical locations. 

Some organisation will use backups in the cloud. 

The backup procedure needs to be account for: 

 What: what data and/ or system file will be backed up? 

 When: At what time will it be backed up and how long will it take? 
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 Who: who make sure that the backup occurs and take responsibility for the backup? 

 How: how will the backup will saved and how will it then be physically stored safely? 

Testing of the backup strategy  

It is the necessary to check that a backup strategy is working to plan. A test environment should be set up with 

checks to ensure that the backup is correct and can be restored to equipment. The individual can users can 

backup files on a window computer using the backup utility that is available in a control panel. 

Data Security  

In most information systems, the data is shared by many people. This makes the data vulnerable to improper 

excess or use. Security measures need to be put in place to ensure: 

 Accuracy  

 Integrity 

 Timeliness  

 Security. 

Factors Affecting data security  

The factors that affect data security include: 

 Procedures for updating the information system: additions, deletions and modifications of data. 

 Security to ensure that only appropriate, authorized users have excess to certain data and have 

modification rights or user privileges. 

 The back up procedures to ensure that the integrity of the data is not affected when the computer 

system fails: regular backups, off-site backups, disk shadowing, fail safe systems. 

 Protection against external factors: hackers, viruses, power failures, disasters. 


